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Maxwell Smart, Special Agent

Federal Bureau of Investigation


26 Federal Plaza, 23rd Floor

New York, NY 10278


212-384-1000

Matthew Dubin

Associate Research Professor

1630 E. University Blvd.

Menel Building

Tucson, AZ 85721

RE:  Development of a new surveillance tool.

Dear Professor Dubin,


I am writing to you because the FBI needs to develop a new surveillance tool.  
We have recently been given a directive to step up our operations against investment fraud of the kind allegedly perpetrated by Bernard L. Madoff.  To be able to prosecute these criminals, we need to be able to record images of their documents without their knowledge.  In some cases, the documents are stored in secured cabinets, so it is necessary to be able to photograph them while they are on the suspect’s desk.  There are other cases where the documents in question are left on the desk overnight, but sending an agent into an office every night to execute a search warrant would risk tipping off the suspect.  

We need a system where we can take pictures of documents on a desk from a range of heights.  The images of the documents must be easily readable by a jury without any form of enhancement.  If the images are computer enhanced, then it opens the possibility of a defense attorney questioning the results of the enhancement.  In order to be useful, the images need to be taken from at least 2 m away, but being able to capture images up to 4 m away is highly desirable.  Above all else, the system must be covert.  The suspects in this kind of investigation have the means to flee the country at a moments notice.  If they discover that they are under surveillance, it is likely that they will flee the country and escape prosecution.


I would propose a system where a very small camera lens is inserted in a ceiling tile above the desk in question.  Most tiles have small black holes in them, and a lens that fits inside one of these would not be noticed.  The back of the tile can be cut way to allow for the rest of the lens to fit.  Since this would be a very small lens, it might be necessary to have an additional near infrared light source.  If this is necessary, then a lower resolution color image to record color information paired with a high resolution monochrome image would be acceptable.  I would be willing to consider alternate configurations as long as there is a very small chance of being noticed.  For example, it should be assumed that if a maintenance worker sees the device while changing a light bulb, the suspect will be notified.  When the agents install the equipment, they typically have about three hours to install surveillance equipment.  If necessary, they can install it over the course of two nights, but this should be avoided if possible.  


The FBI would like to field these units as soon as possible.  At this point a budget has not been established for this program, but it will be given a very high priority if the first unit can be fielded in within four months.  Performance will be the primary metric, with cost a secondary one.  You should be aware that keeping the extent of the FBI’s surveillance capabilities out of the public eye is important.  Please let me know if you are interested in pursing this opportunity.
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Sincerely,

Maxwell Smart


Special Agent


Federal Bureau of Investigation
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